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® [lnwy B open source
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® MeuTan 6bITb NETEKTUBOM




Henaem npunoxeHusa ana npoayktosB Atlassian: Confluence, Jira, Bitbucket
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1. XSS ¢ caHnTmnsaumenm n 3sCKeENNMHrom

2. [Mpobnembl aBTOpM3aynn/ayTeHTUONKaL NN

3. MpobsieMa KPOCCTEHAHTHOIO AOCTYMa K AaHHbIM
4. IMoncK ya3BMMOCTEN U OOrOBOPHbIE MaT4u
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YT0 Takoe




Security-ya3BMMOCTb

cnocob ykpacTb UM CJOMaThb
NaHHbIE, K KOTOPbIM HET O0CTYyNa
neraJjibHbIM crnocobowm.
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Cross-site scripting (also known as
XSS) is a web security vulnerability
that allows an attacker to compromise
the interactions that users have with a

vulnerable application.
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Cross-site scripting (also known as
XSS) BHeOpeHne BpeaoHOCHbIX
CKPUMNTOB Ha CTPaHWULLY.
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https://aorlov-27050.stiltsoft.com/pages/viewpage.action?pageId=360467




React JS
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<img src="1.png" onerror="alert('XSS
bro')"> +
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https://github.com/cure53/DOMPurify

BOHYCHbIN BapuaHT ucnpasneHma XSS

CSP (Content Security Policy) - 3To HTTP-3arosoBok (1an meTaTer), KOTOPbIN CTPOro onpeaenseT, YTO U rAe MOXeT NpUCyTCTBOBaTb Ha web-cTpaHuue



script-src = nonce- report-sample unsafe-eval self https://connect-cdn.atl-
paas.net

style-src = report-sample unsafe-inline self
connect-src = self

font-src = https://my-fonts.com

img-src = self data: https:

media-src = self
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AyTeHTudukKauums ABTOpM3auusA
KTo npucnan 3anpoc iIMeeT nn OH nMpaBa
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Kniouy Tema

AWEGRAPHS-635 [lonb3oBaTens 6e3 npaB Ha NpocMoTp PR MOXET NonyyYnTb
uHdpopmaumio o HeM Yepes REST

AWEGRAPHS-634 [Monb3oeaTenb 6e3 ayTeHTUPMKALMU MOXKET BUOETb AaHHbIe (MM,
email, email alias) Bcex nonb3oBaTteneu Bitbucket

AWEGRAPHS-633 [Monb3oBaTenb 4yepe3 REST BMaUT MeTagaHHble akTUBHOCTEN
NPMBATHOrO (HEAOCTYMHOro A1 HEro) peno3nTopurs [ NpoeKTa
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NMpobnembl ayteHTUPUKaALUU ®
aBTopu3auum B Stiltsoft
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https://aorlov-27200.stiltsoft.com/plugins/servlet/project-graphs/activity/MYP/all-repositories?refId=all-branches&from=2022-06-12&to=2022-07-12
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public CompletionStage<Result> deleteMailbox(
Request request,
Long mailboxld
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KpOCCTEeHaHTHOCTb

id ¢ _+ name

50 IdeaForum

100 SupportForum
150 FirstForum
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https://bugcrowd.com/stiltsoft






ECTb 2 BapuaHTa

1. Bcerpa cnepuTtb 3a TeM,
4YTOObI Y BacC
reHepupoBaJIuChb
npaBuibHbIK SQL 3anpockl ¢
y4yeToOM TeHaHTa.




ECTb 2 BapuaHTa

1. Bcerpa cnepuTtb 3a TeM,
4YTOObI Y BacC
reHepupoBaJIuChb
npaBuibHbIK SQL 3anpockl ¢
y4yeToOM TeHaHTa.

Ho 3TO HeHaae>XHo, AO0JITO U
He O4YeHb KpyTo
(pa3paboTuukm ObIBalOT
BeCbMa 3a0bIBYMBLI)).




ECTb 2 BapuaHTa

1. Bcerpa cneguTtb 3a TeM, 2. HacTpouTb pacLuapeHHbIn
4TOObI Y Bac pecypc TaKuM Cnocooom,
reHepupoBaJIuCb 4YTOOLI OH CaM obecneumnBan
npaBuibHbIN SQL 3anpockl ¢ M3ONIALMIO AaHHbIX BCeX

y4€eTOM TeHaHTa. KJIMEHTOB.

Ho 3TO HeHapae>XHOo, A0JIT0O U
He O4YeHb KpyTo
(paspaboTunkm ObIBalOT
BeCcbMa 3a0bIBYMBbI)).



ALTER TABLE forum ENABLE ROW LEVEL
SECURITY;

5

CREATE POLICY forum_isolation policy ON 6

forum USING (tenant_id = ',5. ¥4

current_setting(‘app.current_tenant id')::U
UID);
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public static void setlLocalTenantId(ACHost acHost, Connection connection) {
executeQuery( sql: "SET LOCAL app.current_tenant_id = '"

+ acHost.getTenantId() + "'", connection);
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DELETE FROM orders WHERE id = 567
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Calendar Man

BIO
=

Fixated on the calendar, Julian Day became Calendar Man, a villain who / ;
timed and tied his crimes thematically to certain holidays throughout
the year, often leaving clues by which he could be caught. g

S

Gotham City's hopes for a day off are often clouded by the knowledge
that any holiday of note is likely to be shadowed by Calendar Man's P
presence.
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Spoofing (NpeancTtaBUTbLCA APYrum
NnoJib30BaTesIeEM)

Tampering (user input MeHAeT Normnky
MPUNOXKEHWNSA)

Repudiation (HeO0TKa3zyeMoCTb BbIMOJIHEHHbIX
O0ENCTBUN)

Information disclosure (yTe4yka AaHHbIX)
Denial of service (oTka3 obcny>xmBaHus)
Elevation of privilege (HeneranbHoe I'IOBI:ILIJ?E




Config page
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[Tone3Hble CCbhIJIKM

® C 4yero Ha4daTb, €Cc/M y Bac Beb-npusioXxeHue
@® [lo nosoay STRIDE

® RLS

® [lone3sHoe Bnageo “XSS on Google Search - Sanitizing HTML in The
Client?”

STIL%&#)?utu.be/IG7U3fuNW3A



https://owasp.org/www-project-top-ten/
https://martinfowler.com/articles/agile-threat-modelling.html
https://aws.amazon.com/ru/blogs/database/multi-tenant-data-isolation-with-postgresql-row-level-security/
https://aws.amazon.com/ru/blogs/database/multi-tenant-data-isolation-with-postgresql-row-level-security/
https://youtu.be/lG7U3fuNw3A
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https://github.com/Captain1653
https://t.me/stiltsoft

Bonpochkbl?

STILTSOFT



	Slide 1
	Slide 2
	Компания Stiltsoft
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Кросстенантность
	Slide 27
	Slide 28
	
	
	
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43

